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The objective of this project is to develop a framework in which the mix of prevention,

detection, recovery and robust techniques work together to improve the security and
privacy of CPS
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Attack Model: “Bus-off Attack”

-Attacker’s objective is to shut down or disconnect uncompromised (healthy) in-vehicle ECUs with r'< 2_‘ o o N z
minimal number of injections. =i el gy | Who | What
- Exploit the error handling mechanism in CAN and deceive the victim into thinking it is erroneous
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Only ONE arbitration winner ! But in the bus-off attack... TWO arbitration winners

How do we figure out what happened?

- Goal: System should be able to 'explain' to a forensic investigator why a given event occurred

- Idea: adapt the concept of data provenance from the database literature S eCU rlty—Awa re CO ntrOI DeS |g n

- Problem: existing solutions only explain functional behavior ("why did this happen?") but not
temporal behavior ("why did it happen too late?", "why did it take so long?")

- Approach: new time-aware provenance model that explicitly captures resources and sequencing Attack-Resilient State Pg’w : I!f_lin || é” ls 1o P lw - néli:n ” é” I,
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