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Who is using the Internet?	
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Europe + the Americas à now the minority	




Trend 1: New economic models of attacks	

Traditional spam: Financially-motivated adversaries targeting 
many users 
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Targeted threats: Politically-motivated actors honing in on 
specific targets 
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Run-of-the-mill Spam	
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Lots of tools and techniques to deal with spam	




Highly targeted attacks	


7	  



Highly targeted attacks	
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Customized greeting.	




Highly targeted attacks	
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Claims to be from a real person.	




Highly targeted attacks	
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Specifically asks for help editing the attachment.	




Open questions	

•  How to identify highly targeted spam e-mail messages? 
 
•  How to provide tools and techniques that can be deployed by 

groups with minimal resources 
–  How to secure a group with no physical office space? 
–  Secure file and message exchange tools 

 

•  Tracking and identifying the sources of these attacks 
–  Disrupt their activities, bring political action 
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Huge market for censorship/
surveillance products	


Estimated sales of $5 billion per year for 
surveillance/wiretapping products* 

 
 
 
 
 
 

Products developed by Western countries! 
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*http://www.washingtonpost.com/world/national-security/trade-in-surveillance-
technology-raises-worries/2011/11/22/gIQAFFZOGO_story.html	




This has not gone unnoticed…	
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http://www.bloomberg.com/news/2012-‐04-‐23/obama-‐moves-‐to-‐block-‐technology-‐
used-‐by-‐regimes-‐against-‐protests.html	  



Open questions	

•  How can we monitor the usage of specific technologies for 

censorship to identify potential issues? 

•  How can we enforce sanctions on export of censorship 
products? 

 
•  Can we provide enough disincentive (financial/political) to 

get these vendors to stop selling products for censorship? 
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Longer term …	

Can we change the Internet to make things better? 

•  Harden protocols to prevent censorship “leakage” 
INTERNATIONAL consequences of NATIONAL censorship 
–  E.g., BGPSEC, DNSSEC 
–  Need to ensure translation from theory to practice doesn’t 

open holes for censorship 
 

•  Future Internet architectures  
–  Can we design an Internet that is censorship resistant? 
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