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Networked transportation systems
Over the past few decades, automation has revolutionized transportation, ranging from individual
vehicles to traffic networks. Today’s cars have sophisticated sensing, actuation and control systems
that take several automated decisions on actions such as braking, stability control etc. Similarly,
traffic systems use sensors to control traffic signaling. All these advances are leading towards
autonomous transportation systems that have had several successful demonstrations [4, 1, 2]. Com-
munication plays a fundamental role in such networked transportation systems by coordinating the
sensing, actuation, control and computation. However, such advances in networked transportation
systems also expose them to security vulnerabilities, both at the cyber as well as at the physical
level. These lead to new forms of sophisticated attacks which use the vulnerabilities of both the
physical sensing/actuation systems as well as the computing, control and communication systems.
This has been demonstrated with dangerous consequences on several models of cars [3, 5]. Vulner-
abilities in traffic signaling systems have also been dramatically demonstrated [6]. Within the end
of this decade, (partially or fully) autonomous cars will be commercially available, making the is-
sues of security of such systems a critical societal need. In order to defend against attacks which use
both the cyber (computing/communication) as well as physical (sensing/actuation) vulnerabilities,
one needs a holistic approach using cyber-physical security.

Approach to secure transportation systems
Traditionally, cyber-security deals with securing information bits against adversaries. In transporta-
tion systems, cyber-security defenses can simply be bypassed by mounting attacks on sensing and
actuation mechanisms, since these act on the conversion of physical quantities into bits. Therefore,
even the most powerful cyber-encryption scheme would fail when the attacker alters the physical
measurement and therefore the input to the encryption scheme. Therefore, security in transporta-
tion systems is more than just cyber-security as the objective is to secure the combined operation
of the cyber and the physical components. This also gives an opportunity to create new security
mechanisms: even when it is not possible to guarantee security of the cyber component in isolation,
we may still be able to ensure trustworthy operation of a transportation system by exploiting the in-
teractions between the cyber and the physical components. For example, by utilizing the dynamics
of a physical system and the interconnected (correlation of) sensors one can defend against sensing
attacks [7]. Therefore, even when individual sensing components can be attacked, like ABS veloc-
ity sensors [8], one can secure the system using a holistic approach. Therefore, even when it is not
possible to guarantee security of the cyber component in isolation, we may still be able to ensure
trustworthy operation of a transportation system by exploiting the interactions between the cyber
and the physical components [9, 10].

Networked transportation systems also have a characteristic that sets them apart from several
other cyber-physical systems: humans are in the loop. Despite the increase in automation, cars are
still driven by humans. Even if we consider the adoption of fully autonomous cars we need to be
ready for a future when fully autonomous and human driven cars co-exist. This brings another set of
challenges since the modeling of human behavior is difficult for several reasons including culture,
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physical health, etc., as well as time-scales of the decision process for humans versus computers.
Moreover, the increase of automation in human driven cars can be used to launch cyber attacks that
exploit a car’s behavior, as perceived by a driver, and the actual behavior as dictated by automation.
Therefore new security mechanisms that use the human-in-the-loop in conjunction with automation
(at different time-scales) would need to be designed.

Research challenges
As observed above, to secure transportation system requires a holistic approach which combines
security of cyber and physical components. Building on this we put forth the following research
challenges.

• How to model the interaction and dynamics of the cyber and physical components of a com-
plex transportation system? This is challenging since it involves multiple physical and cyber
systems operating and connected in complex topologies.

• How to analyze the security vulnerabilities of such systems? For this intimate domain-
specific knowledge is needed, not just of the system behavior but also of the software im-
plementations.

• How to utilize the inter-dependencies to enable secure and robust operation and also enabling
countermeasures to attacks?

• How to model and use the “human-in-the-loop” for transportation security?
• How to scale such security to large scale (autonomous) transportation systems?
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