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IIIIII If you use Waze, hackers can stalk you

: o Utility
An Artist Used 99 Phones to Fake a S ecurit
Google Maps Traffic Jam
With his "Google Maps Hack," artist Simon Weckert draws attention to the
systems we take for granted—and how we let them shape us.
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Ford Exec: '"We Know Everyone Who Breaks
The Law' Thanks To Our GPS In Your Car

JimEdwards Jan 8 2014, 516 PM [ §)
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Waze Data Poisoning

&NEWS GPS FAIL! 3MA -
People who don't want Waze routing cars through their ——— Secu rity
neighborhoods are feeding it false data.




New Adversary Model:
*Consumer Data Protected by Differential Privacy

*Classical DP adversary is curious
—Qur adversary hides poisoning attacks in DP

. Attack Goals:
Classical DP Multi-criteria Optimization
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*Variational methods are a useful tool to n pr.vate compmm.sed

response response

find the shape of functions




Without DP the With DP, the attacker can
attack is limited lie more without
detectioﬁnr'
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