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Why  Seman2cs?

• Future	  of	  security	  technologies:	  Data-‐centric	  and	  intelligent	  

• In-‐depth	  understanding	  of	  data	  moves	  us	  toward	  this	  end	  
•  DetecIng	  Online	  aKack	  content	  aiming	  at	  human	  targets	  
•  AggregaIng	  and	  analyzing	  aKack-‐related	  informaIon	  from	  different	  sources	  
•  Content	  analysis	  for	  supporIng	  manual	  security	  analysis	  



Prior  A<empts
•  Permission	  check	  
e.g.,	  Whyper:	  Towards	  automaIng	  risk	  assessment	  of	  mobile	  applicaIons	  
	  

•  App	  behavior	  interpretaIon	  
e.g.,	  Towards	  automaIc	  generaIon	  of	  security-‐centric	  descripIons	  for	  android	  apps	  
	  

•  Compromised	  website	  detecIon	  
e.g,	  Seeking	  nonsense,	  looking	  for	  trouble:	  Efficient	  promoIonal-‐infecIon	  detecIon	  through	  semanIc	  inconsistency	  search	  

•  Cyber	  Intelligence	  gathering	  and	  analysis	  
	  
e.g.,	  Acing	  the	  ioc	  game:	  Toward	  automaIc	  discovery	  and	  analysis	  of	  open-‐source	  cyber	  threat	  intelligence	  
	  
e.g.,	  FeatureSmith:	  AutomaIcally	  engineering	  features	  for	  malware	  detecIon	  by	  mining	  the	  security	  literature	  
	  

•  Privacy	  policy	  compliance	  check	  



We  are  s2ll  not  there,  yet

•  ExisIng	  research	  is	  ad-‐hoc,	  case	  by	  case	  
•  No	  systemaIc	  methodologies,	  no	  shared	  resources,	  no	  community	  effort	  to	  
move	  the	  science	  forward	  

• Challenges	  for	  SemanIc-‐Aware	  Security	  Research	  
1.  How	  to	  build	  the	  Founda'on	  for	  the	  whole	  area?	  
2.  What	  are	  the	  applicaIon	  domains	  of	  these	  technologies?	  



Fundamental  Ques2ons?

•  Can	  we	  directly	  apply	  exisIng	  NLP,	  Machine	  Learning	  and	  other	  techniques	  
to	  support	  security	  research?	  

• What	  are	  the	  most	  important	  problems	  that	  need	  to	  be	  addressed	  in	  the	  
area,	  so	  their	  answers	  can	  be	  uIlized	  in	  different	  applicaIon	  domains?	  
•  Common	  techniques?	  	  Common	  datasets?	  

• What	  are	  the	  unique	  security	  challenges	  in	  the	  applicaIon	  of	  semanIc	  
technologies?	  
•  E.g.,	  disinformaIon	  aKack	  



New  applica2on  domains

	  
•  SemanIcs-‐based	  risk	  detecIon	  and	  analysis	  

•  Cyber	  intelligence	  collecIon	  and	  analysis	  
•  Content-‐based	  detecIon	  
•  DescripIon-‐funcIonality	  fidelity	  	  

•  Support	  for	  aKack	  response	  
•  AKack	  aKribuIon	  
•  Risk	  communicaIon	  

	  
•  Others?	  



How  to  foster  the  whole  community

• Workshop	  to	  bring	  security	  and	  NLP/ML	  folks	  together?	  

• Annual	  community	  challenges	  to	  solicit	  the	  most	  promising	  
technologies?	  

• CommunicaIon	  with	  the	  industry	  to	  idenIfy	  the	  real	  world	  demands	  
for	  semanIcs-‐aware	  security	  technologies?	  


