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Cyber-Physical Systems

CPS = Computation + Communication + Control

It is important to build CPS that

 anticipate change: uncertain environments, faults, updates.
« exhibit resilience: they survive and adapt to faults, while being dependably functional.

 are safe: it is important that the systems under operation are shown to be safe.
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Autonomous Cyber-Physical Systems

* Not ‘designed’ but ‘trained’ (on data)
* Design: Architecture + Training method

* Training:
e Supervised learning
* Unsupervised learning
e Reinforcement learning
Supervised learning

* AI-CPS has been widely used in several real world applications.
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Problem of Safety
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“self-driving cars are
the natural extension of
active safety and obvnously
Uber's self driving accident somethlng we should do.”
-elon musk
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DeepNNCar — Autonomous CPS testbed

Raspberry Pi3 8.4V NiMH

Battery LIDAR

Autonomous steering of DeepNNCar based
on forward looking camera images

usB
Webcam

Titan 12T Electronic Spee
Motor Control
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https://github.com/scope-lab-vu/deep-nn-car

Suceptibility of Al Components

Tesla’s Autopilotcrash?

Multi-label
autonomous
driving dataset
images

Labels

* Day

* (Clear

* More Traffic

* No pedestrian

Labels

* Day

* C(lear

* No Traffic

* No pedestrian

* Al components are sensitive and affected if the test image has a generative factor distribution shift
from the training images. — Out-of-Distribution Images.

* For safety of CPS it is critical to detect OOD images and isolate the specific generative factor causing it.

1. https://enrg.io/new-details-fatal-tesla-crash-emerge/
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System Risk Assessment
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System Risk Assessment — CARLA AV

CARLA Simulator?

Example: Operatingan AV under varying
weather and sensor faults (e.g., camera
faults).

Blur Present / Absent

Occlusion Present / Absent

Blur Detectors

— Caml
0.60 0‘(‘)5 O.iO 0.15 0.50 0“25
— Cam2
O,E)O 0.65 O.iO 0.‘15 Ov’ZO 0.§S
— Ccam3
0.00 0.05 0.10 015 020 025
Occlusion Detectors
— caml
0.00 005 0.10 0.15 020 025
— Cam2
0,(I)0 0.65 010 0.15 0.‘20 0,‘25
— Cam3
0,60 0.65 0.10 O.IIS 0,‘20 0.‘25
Time (mins)

Steer:

Throttle: 0.000

(429, y=29) ~ Fi:53 G:85 B:120

Estimated Likelihood

0.007

of Collision

0.2-

0.0-

&
o

Log of Martingale

0.6 -

0.4-

w
(=}

N
o

=
o

o

ReSonAte Risk Estimation

0.10 0.15 0.20 0.25

0.00
Time (mins)
Assurance Monitor
==
0.00 0.05 0.10 015 020 0.25
Time (mins)

1. https://leaderboard.carla.org/
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System Risk Assessment — Under Water Vehicle
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Example: Operating UUV in Degraded

Condition.

* Perform pipe tracking + obstacle
avoidance with thruster degradation.
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