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Graph-based approaches 
have potential to link 
dynamic models of general 
software structures to 
dynamic physical models

Use graph-based models 
to map signal flows

Use ML to obtain 
reduced-order system 
models and detect faults

Detect and isolate software 
faults as distinct from 
hardware faults

Signals couple during 
iterative execution; models 
for software are limited

Ensure safety of CPS 
software with minimal 
restrictions on 
programming tools

Enable online bug-
detection to streamline 
up-front verification
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