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Are Botmasters & Spammers 
the New Drug Lords? 

•  Spam finance elements: 
–  Cost-to-send  vs.  Profit-per-response  
–  Key missing element: spams-needed-per-response, i.e., 

conversion rate 

How can we measure this? 
Seemingly only knowable by 
the spammers themselves. 





If botnet dedicated to 
pharmacy spam, botmaster 
could net ~$1.5-2M/year 



Phases of the Spam Value Chain 

If we were to “snip” a link in this chain, which one would 
be the most disruptive for our least expenditure? 





Looked at three 
categories: 
  Pharma, Replica, 
Software 
 
Covered all the major 
affiliate programs 













If we were to “snip” a link in this chain, which one would 
be the most disruptive for our least expenditure? 



	  
3 banks hosted 
95+% of all sales	  
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• … as well as economists, public policy / 
polysci researchers, social scientists 

Findings Lead to a Wealth of 
Relationships … 
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