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Scientific Impact: 
• Makes hardware-based C 

security platforms more 
flexible and reliable

• Illuminates definition of  C 
security properties

• Identifies fundamental 
requirements for verified 
compilation of C dialects

Solution: 
• Formal specification of C 

security properties
• Formally verified 

compiler down to tagged 
hardware, based on 
novel C semantics

Challenge: 
Build a provably secure 
platform for executing 
legacy C code on hardware 
with tag-based monitoring

Broader Impact and 
Broader Participation: 
• Mitigate security exploits 

based on legacy C 
insecurities

• Illustrate utility of formal 
methods to enhance 
securityNSF 2048499 PI: Andrew Tolmach, 
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