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Outline	  

•  Control	  requirements	  in	  AC	  Electricity	  Grids	  
– Power	  synchroniza#on	  and	  #me	  synchroniza#on.	  	  

•  Synchronized	  phasor	  measurements	  for	  bulk	  
electricity	  monitoring	  and	  (eventually)	  control.	  

•  Research	  needs	  in	  emerging	  distributed	  cyber-‐
control	  paradigms.	  	  
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•  Genera#on	  must	  be	  synchronized	  and	  must	  
balance	  (follow)	  the	  load	  at	  all	  #mes.	  	  

SCADA	  

GENERATION	   AC	  TRANSMISSION	   LOAD	  

3600	  rpm	  
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Frequency	  Control	  
•  Frequency	  must	  be	  maintained	  very	  close	  to	  nominal	  60Hz.	  	  

•  59.5	  Hz	  is	  a	  problem.	  Example:	  2011	  San	  Diego	  Blackout	  

•  Note,	  first	  protec#on	  step	  at	  59.5	  at	  0.2	  sec.	  	  
•  However,	  we	  can	  know	  that	  the	  breaker	  tripped	  in	  <1ms.	   4 



Frequency	  Control	  
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Control	  Areas	  
Gen	  =	  Load	  +	  Losses	  +	  Interchange	  

•  Each	  area	  monitors	  its	  footprint	  only	  
•  “Distributed”	  already	  
•  Moving	  forward	  

•  Wide	  Area	  Control	  
•  Autonomous	  Distributed	  Control	  
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2.	  Phasor	  Measurement	  Units	  
•  Power	  flows	  are	  a	  func#on	  of	  

node	  voltage	  angle	  separa#on.	  

•  1	  deg	  =	  46.3	  µs.	  	  
•  Synchronized	  Phasor	  

Measurement	  Units	  sample	  at	  
30	  #mes	  per	  cycle	  of	  60Hz.	  -‐>	  
0.5	  ms.	  	  

•  Over	  850	  more	  networked	  
PMUs	  and	  data	  concentrators	  
will	  be	  added	  to	  the	  North	  
American	  grid	  through	  2013.	  
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PMU	  Func#onal	  Diagram	  
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Bulk	  Power	  Control	  Apps.	  

Domain Application Description Need 
Monitoring Wide Area Visualization Able to share wide area angle views 50 µs 

State Estimation Dynamic Estimation 
Distributed State Estimation 

50 µs 

Outage Identification What elements were disconnected 100 µs 
Protection Adaptive Relaying Dynamically change relay settings 100 µs 

Wide Area Protection i.e. under-frequency load shedding 1 ms 
Fault Location Location of fault: from 1 mile to 100 ft 1 µs 

Control Instability Prediction Early detection of unstable modes 0.1 µs 
Wide-area control Damping of inter-area oscillations 100 µs 
Disturbance Recording Forensics: Precise sequence of events 10 µs 

Modeling Model Verification i.e. error in device parameters 20 µs 
Model Identification i.e. internal parameters of generation 20 µs 
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3.	  Future	  Grid	  

•  Distributed	  sources,	  storage	  and	  loads	  

•  Increased	  sensing	  and	  two-‐way	  communica#on	  
all	  the	  way	  to	  residen#al	  premises.	  

•  104	  more	  data.	  	  
•  Possible	  to	  control	  the	  en#re	  infrastructure	  from	  
bulk	  to	  residen#al	  appliances	  through	  sohware.	  

•  -‐>	  Distributed	  decision-‐making	  
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Example:	  Load-‐Assisted	  Freq.	  Reg.	  	  

•  Cri#cal	  to	  balance	  genera#on	  and	  load	  
•  Large	  generators	  can	  fail.	  (Large	  generator	  =	  $1	  billion).	  
•  Must	  have	  reserve	  -‐>	  build	  another	  generator.	  	  
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Lot$	  of	  generator$	  
•  Instead,	  can	  wait	  or	  stop	  

air-‐condi#oners,	  EV	  
charging,	  refrigerator	  
cycling,	  storage,	  water	  
pumps,	  and	  other	  
deferrable	  loads.	  	  

•  Need	  precise	  
informa#on,	  control	  and	  
services	  infrastructure.	  	  
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Example:	  Islanded	  Microgrid	  

•  Angle	  separa#on	  in	  a	  microgrid	  <	  1	  degree	  
•  Islanded	  synchroniza#on,	  islanded	  angle	  matching,	  and	  

connec#on	  at	  zero	  closing.	  	  	  -‐>	  	  100	  µs	  
•  Storage,	  solar,	  and	  some	  wind	  are	  inverter	  interfaced.	  	  

–  Paralleling	  these	  requires	  #ght	  synchroniza#on	  -‐>	  	  1	  ms	  
–  Synchronizing	  the	  firing	  angle	  reduces	  noise	  -‐>	  	  20	  µs	  
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Prosumer	  Abstrac#on 

•  A generic model that captures basic functions (produce, 
consume, store, etc.) can be applied to power systems at 
any scale.  
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Future	  Grid	  Summary	  

•  Emergence	  of	  Prosumers	  
•  Cyber-‐control	  of	  the	  en#re	  infrastructure.	  
•  All	  actors	  can	  par#cipate	  and	  help	  out.	  Examples:	  

–  EV-‐assisted	  frequency	  regula#on	  
–  Deferrable	  loads	  and	  storage	  systems	  
–  Self-‐restora#on	  and	  self-‐healing	  
–  Autonomous,	  stand	  alone	  microgrids.	  	  

•  Use	  real-‐#me	  middleware	  	  
–  Plamorm	  for	  real-‐#me	  prosumer	  services	  
–  Electricity	  opera#ng	  system	  
–  Internet	  for	  Energy	  
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Research	  Needs	  

1. Distributed	  Control	  Architecture	  
1.  Informa#on	  Architecture	  
2.  Computa#on	  Architecture	  
3.  Communica#ons	  Architecture	  
4.  Security	  Architecture	  

2. Scope	  and	  Protocol	  harmoniza#on:	  	  
1.  Inside	  the	  electricity	  industry	  
2. With	  other	  industries.	  
3. Mul#-‐scale	  model	  unifica#on	  

3. Who	  needs	  what	  quality	  (reliability,	  speed,	  precision)	  
of	  informa#on.	  
1.  Strictly	  Autonomous	  versus	  Networked	  Control	  
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Research	  Needs	  

4.  Understand	  the	  combined	  CPS	  dynamics:	  
1.  Modeling:	  what	  layers	  and	  components	  are	  relevant	  
2.  Theory	  and	  Analysis:	  i.e.	  can	  we	  proof	  a	  #me	  bound	  for	  
guaranteed	  grid	  stabiliza#on?	  

3.  SimulaHon:	  Physics	  of	  Electric	  Power,	  Sensing	  and	  Actua#on,	  
Distributed	  Controllers,	  Communica#on,	  Informa#on,	  
Computa#on	  -‐>	  Giant	  co-‐simulator.	  

4.  Programming:	  Can	  a	  generic	  AF	  be	  developed?	  

5. Can	  core	  distributed	  power	  control	  protocols	  be	  
embedded	  in	  the	  middleware?	  
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Thanks!	  
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