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Scientific Impact: 
• A theoretical foundation of 

testing XACML policies
• Qualitative evaluation of 

testing methods without 
specific policies

• Qualitative evaluation of 
cost-effectiveness of 
testing methods 

Solution: 
• Formalize fault detection 

conditions (FDCs)
• Generate optimal tests 

from FDCs
• Evaluate testing methods 

qualitatively and 
quantitatively

Challenge: 
• Testing methods for 

XACML have a poor record 
in fault detection

• There is no explanation for 
why faults are not detected

Broader Impact and 
Broader Participation: 
• Implemented an open-

source tool
• Disseminated the results 

via conferences and 
textbook 

• Supported four graduate 
and undergrad students 

Project info (NSF 1954327, University 
of Missouri-Kansas City, Dianxiang Xu, 
dxu@umkc.edu)
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