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A dynamically adaptive cyberphysical system (DAS) must be able to monitor its environment, adapt to changing 

conditions, and be resilient to component failures and attacks. However, the designer of such an adaptive system is 
faced with a challenging set of tasks: anticipating how and when the system will need to adapt in the future, 
codifying this behavior in decision- making components to govern the adaptation, and ensuring system integrity 
during and after adaptation. These tasks are particularly difficult for systems that must operate safely in the face of 
continuous dynamics and environmental uncertainty.   

Our position is to motivate research projects that investigate novel ways to model, analyze, and mitigate uncertainty 
arising in three different aspects of the system. First, for many systems, uncertainty about the physical environment 
can lead to suboptimal, and sometimes catastrophic, results as the system tries to adapt to unanticipated or poorly-
understood environmental conditions. Second is dealing with uncertainty in the cyber environment, including not 
only performance metrics (load, traffic, etc.) but also potential threats or overt attacks. Third is uncertainty about 
components themselves and how they interact upon reconfiguration, including unexpected and unwanted feature 
interactions. Each of these sources of uncertainty can potentially be identified at different stages, respectively run  
time, design time, and requirements, but their mitigation might be done at the same or a different stage. Based on 
the related literature and our preliminary investigations, we argue that the following three overarching techniques are 
essential to developing enabling technologies to address uncertainty at all three stages.  

(1) Model-based   development:  Model-based development enables developers to manage the increasing 
complexity of DASs, starting with the requirements, iterative and automated refinement to code, and management 
at run time. Model-based abstractions are essential to ensuring traceability of dynamic reconfigurations to design 
decisions and functional objectives of the system.	  	  
(2) Assurance:   Given the increasing role of cyber-physical systems (CPS) in high-assurance domains, where the 
computing system is tightly intertwined with the physical components of the system and environment (e.g., 
transportation, medicine, and critical infrastructure protection), applying a rigorous approach to the assurance of a 
DAS is paramount. Given the complexity of these systems and their continuously changing requirements and  
environmental conditions, it  is  important to use lightweight techniques at run time, perhaps used in conjunction 
with heavier weight assurance techniques used during development.	  
(3)  Dynamic   adaptation:  Given  the  multiple  levels  and sources of uncertainty, it becomes impossible to 
determine at requirements or design time to identify all possible conditions under which a CPS will execute. As 
such, support for dynamically adapting a system in response to real-time monitored events is needed. Also, the 
adaptation process must be rigorously applied, while ensuring system consistency and acceptable behavior during 
and after adaptation.	  

	  
We	  posit	  that	  in	  order	  to	  go	  beyond	  incremental	  improvements	  to	  current	  software	  engineering	  techniques,	  we	  
need	   to	   infuse	   these	   three	   areas	  with	   successful	   techniques	   and	   inspirations	   from	  other	   disciplines,	   such	   as	  
machine	   learning	   and	   biology.	   For	   example,	  we observe that in the biological  world,  evolution  has  done a  
remarkable job  of  producing systems that adapt to  their environment  and  survive  dynamic  and  adverse  
conditions. Our	  preliminary investigations exploit this power by integrating evolutionary computation into the model-
based development and run-time support of high-assurance, dynamically-adaptable systems. The open-ended nature 
of the evolutionary process has been shown to discover novel solutions to complex engineering problems. However, 
in the case of high-confidence software, this search capability must be coupled with rigorous development tools and 
run-time support to ensure that the resulting systems behave in accordance with requirements. 
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