Taming Memory Corruption with Security Monitors
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Scientific Impact:

° Enable HW-backed enforcement
of SW security policies
° Accelerate security policy
enforcement (i.e., reduce
performance overhead)
° Current engine implementations:
o Data confidentiality (e.g.,

Challenge:

e Address memory
corruption-based exploits
through a flexible HW/SW
co-design methodology
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