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Safety-Critical Applications
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Increased size and automation
Computational intractability to verify all code
Increased criticality, coupling and potential for failure cascades
Increased societal dependence and more dramatic consequences of software failure

Challenge: How to build software for safety-critical CPS where majority of code cannot be verified?
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Preliminaries

Motivation Main ldeas

» When safety properties are about to be violated, a verified control block performs “fail-over”
to a verified component, disconnecting appropriate unverified ones.

» Interactive complexity increasingly plagues the design and execution of large systems

» High complexity generates unexpected interaction patterns and hard-to-find bugs
» Physical connections (e.g., power grid distribution buses) in large scale CPS provide “fail-safe”

» Building more reliable systems entails taming interactive complexity remote state estimation for running local safety controllers

> This project offers: » A diagnostic system troubleshoots the unverified component problems
» Architectural support for reducing interactive complexity > Chall
allenges:

» Algorithms for verifying safety guarantees in the presence of unverified code _ _ o .
» Design of the switch logic in the “fail-over” control block

» Algorithms for diagnosing root causes of performance problems o - - _
» Efficient verification of core functions used for fail-over

» Diagnosing root causes of bugs in the remaining unverified code
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