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Stabilization under clock offsets Detection of grid oscillations under attacks

Q: What if sensor/controller clocks are not synchronized? Area3
A: Clock offset introduces distortion and may render the system unstable. o)) (D) G

¢ Disturbances lead to oscillations in
voltage/current phase and frequency
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¢ PMU (phase) measurements can be
used to estimate complex eigenvalues
associated with these oscillation—
hopefully stable!
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Controller

Goal: Determine limitations on the clock offset tolerable for stabilization.

Stabilizability with infinite bit-rate
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Plant with scalar-valued state: x = Ax+bu,x € R

Estimation using distributed Prony algorithm

* If \ > (issmall enough, then all clock offsets 5,ate tplerable. * Oscillations due to a simulated three-phase fault

at line connecting buses 1 and 2

* Otherwise an upper bound A on ¢y, is derived.

A= 045> A =~ 0.32 A—03<A 032 * Estimation of 4 dominant oscillation modes

: : ——=0 * [terative version of two-step Prony algorithm
’ ; with computation distributed among 5 Phase
E % (1)1 - e = —— Data Concentrators (PDCs)
¥ TP  Attack on Area 1 PMUs at iteration k = 26
_Z_l_l e | * Apparent decrease in estimated decay-rates oy,
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Plant with vector-valued state: x =Ax+ Bu,x € R" t reference GPS spoofing
e sinusoid , «

* Broadcast radio signals that resemble a set of
normal GPS signals that would be received at a
- different location and/or time
S * Can be done with hardware under $500 (Software
.. + NS measure Defined Radio), all software available for free
— download

AT = Af=2rfAT

* If the matrix A has at least two distinct eigenvalues, then all clock offsets 6, < T are
tolerable.

Control with guantized measurements
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—  Plant QNN N * A larger clock offset requires a finer quantization.

at 60Hz, 1° ~ 46us

i * Necessary conditions and sufficient conditions for , , , . o ,
u(t) yr =x(kT+0) | T T e Estimation using resilient distributed algorithm:

stabilizability. , ,
Spatial consistency:
* compute median of estimates across PDCs
e estimates that remain away from median by more
than 6 cause PDC estimates to be ighored
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o8l Time consistency (across iterations)
ol * each PDC should not update its current estimates
o by more than € per iteration
M ot stabilizabe il N * changes larger than threshold cause PDC
| a\ Z‘-\. estimates to be ignored
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Secure localization based on Time-of-Flight:
Distributed Optimization Algorithm
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