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➢ Real-time systems
○ Timeliness considered part of correctness
○ Predictability over performance
○ Execution time analysis is part of development
○ Common example: cyberphysical systems

➢ Attacks against real time systems
○ Increasing threat

■ Computers more ubiquitous than ever
○ Attackers can subvert or damage critical 

infrastructure
➢ Susceptible to delay attacks

○ Delay intended execution time of real-time 
system

○ Network attacks
■ Denial of service attack leads to network 

delay

Motivation

● Latency results 
○ Linux vs Preempt-RT Linux (Raspberry Pi 3)

● Latency - Difference between thread wake up call vs actual thread wake up time
● Preempt-RT Linux: higher average latency, but no outliers

Background

➢ T-Sys
○ Intrusion detection in real-time systems using timing anomalies

■ Automatic compiler-based integration
■ Configure protection/performance tradeoff using user-defined maxvuln parameter

○ Able to detect 100% of attacks where duration exceeds maxvuln

➢ T-Pack
○ Timed network security framework to detect intrusion on the network

■ Intrusions leading to unwanted delay of useful packets.
○ Able to detect 100% of the DDOS attack of minimal intensity with a minimum cost 

overhead.

Solution

➢ Automatic integration tool
○ Based on ROSE compiler
○ User supplies source code & basic block WCET

➢ Can integrate checkpoints in user & kernel code
➢ IP position determined by:

○  maxvuln parameter
○ basic block WCETs 

Region Placement Code Instrumentation

Loop TransformationPreprocessing

Extracted Basic 
Block WCETs

Un-Instrumented 
Source Code

Instrumented 
Source Code

ROSE Compiler Tool

Manually 
Implemented T-
SYS API

Protected Code

➢ Simulated attacks conducted using various 
MaxVuln values

○  Function calls inserted after instrumentation
○ Placed immediately after IP 

■ optimal position for attacker
➢ Benchmarks used

○ Malardalen 
○ modified PapaBench tasks 
○ selected kernel paths

➢ Increase in MaxVuln leads to an increase in 
Minimum observed attack vulnerability in all cases

➢ Minimum Observed Attack Vuln. stops increasing 
once MaxVuln > Task WCET

T-SYS Results

➢ Execution time overhead is of 
particular importance for real-
time security. 

➢ Overhead data gathered 
experimentally

➢ Performance improves as 
MaxVuln increases
○ plateaus if entire task 

within one region

➢ We compare T-SYS to a state-of-the-art timing-
based security system (Bellec): 

○ Total regions created
○ Total regions entered during execution

➢ Bellec algorithm is not elastic 
○ only one MaxVuln value
○ Comparison uses multiples of this value 

➢ T-SYS creates fewer regions
➢ T-SYS enters regions less frequently during 

execution

T-SYS

➢ Linux netfilter hooks execute T-Pack 
module

➢ UDP packets between sender and 
receiver in red.

○ Add timestamp information to each 
packet

➢ TCP between sender and receiver in 
blue.

○ Initiate a timeout for each sent 
packet

■ maintain record in a Queue
T-Pack Implementation
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T-Pack Compatibility and Comparison to Global Timeout 
tS(Send Time), tR (Receive Time) & tE (Expected Receive Time)

1. T-Pack works with global timeouts

2. In time arrival of packet at tR

○ Cancelling tE and tO

3. Long delay before packet sent or a lost packet 

○ tO Cancel tE 

○ T-Pack needs global timeouts
4. Packet sent early or Late arrival of packet

○ Early timeout at tE leaving tO-tE to transition 

into safe mode.
○ Early intrusion detection with T-Pack

➢ UDP: Exception raised at tR for late arrival of a 

packet
○ Receiver unaware of the sender

○ tR-tO time to transition to safe mode

a) TCP b) UDP

➢ Round-trip time (RTT) measured between two nodes in UAV 
Paparazzi model

○ Time between packet sent to ack received (TCP)
➢ RTT values measured by T-Pack at network layer

○ Early detection of delay attack
■ Eliminates transition time between layers of 

network stack
○ Cost effective

■ No hardware support needed
➢ RTT measured at Application layer with T-Pack and without 

T-Pack
○ Minimal effect on average performance (0.09ms)

➢ T-Pack vs Baseline (appl. layer)
○ Explicit reply packets needed to replicate Acks

■ saturating write buffer
■ Higher expected RTT →higher false negatives

T-Pack Results

➢ Result: RTT values of packets between two nodes of a 
Paparazzi UAV model

○ Distributed denial of service attack of varied 
intensity applied

○ Packet protected with IPSec encryption
■ T-Pack compatible with other security 

protocols
➢ Attack Vector P(n,t,b,i) (ping of death)

○ n attack nodes
○ t parallel threads each
○ b bytes of attack packet
○ i seconds time interval

➢ 100% of delay attacks resulting in min RTT above red 
line detected

○ Worst case RTT for no attack (A1)
➢ Vulnerability of T-Pack

○ Delay attacks with minimal intensity not always 
detected

○ A2 not detected by T-Pack

Result: No attack A1:P(0,0,0,0), attacks A2:P(1,10,500,0.5),
A3:P(1,10,500,0.1), A4:P(2,10,500,0.1), A5:P(2,30,500,0.05):, A6:P(2,10,500,0), 

A7:P(2,30,1000,0.001

➢ Insert instrumentation points into target 
codebase
○ track progress through a known 

execution path
➢ Set up deadline at each point

○ Must reach next point by deadline
➢ If deadline is missed, assume intrusion

○ system goes to safe mode
➢ Maximum allowed deadline value called 

MaxVuln
○ MaxVuln set by user

T-SYS
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