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Cyber Physical Systems and ALC Toolchain

=> Assurance-based Learning-enabled Cyber-Physical Systems(ALC) toolchain: An

integrated set of tools corresponding to model-based development of CPS utilizing

Ehe New Work Eimes

CYBER PHYSICAL SYSTEMS

2 Killed in Driverless Tesla Car Crash,
Officials Say

“No one was driving the vehicle” when the car crashed and burst
into flames, killing two men, a constable said.

Indian Air Force drone crashes in field in Punjab; probe
initiated, says report

1.  https://editor-alc.isis.vanderbilt.edu/doc/tutorial/Overview.html
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ReSonAte: A Runtime Risk Assessment Framework For
Autonomous Systems

® An engineering framework that calculates probability of consequences dynamically using

BowTie Diagrams.

® Probabilities change based on the state of the system and environment.
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https://arxiv.org/pdf/2102.09419.pdf
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Runtime Monitoring
- Assurance monitors
- Anomaly detectors

520 |
v

&n
arive
2 manag

toa
[ L - RN
f_opto > o > speed, > manag

tane_ ov_
detect” [1.2) ——

Design Time <—\=——p Run Time

Fault Diagnosis (e.g., TFPG)

Institute for Software Integrated Systems

World-class, interdisciplinary sesearch with global impac:.

=0

VANDERBILT UNIVERSITY



BlueROV2 and ROS
::ROS &

GAZEBO

BlueROV?2?

e Robot Operating System(ROS)? is a collection of
framework for writing robot software.
e ROS supports Gazebo, a physics-based

simulator.
° Underwater Vehicle with 6-thruster vectored configuration used for
research, surveillance, and adventure.
<<Hazard>> c
Bow-Tie Diagram of UUV: Hazard
UUV operating in presence
of obstacles
,?\
<<Barrier>> ¥
<<Threat>> <<Top Event>> <<Barrier>>
Obstacle Far Encounter Avoldence Menever Obstacle Close Encounter Emergency Stop
UUV encounters obstacle Us o o d:;:’:hl rd le UUV encounters obstacle Perform emergency stop
at a distance less than the ol actte an at a distance less than the by reversing thrust to
desired separation SR minimum separation prevent collision with
distance feprop : distance obstacle.

https://bluerobotics.com/store/rov/bluerov2/

http://www.robotics.stanford.edu/~an

apers/icraoss09-ROS.pdf
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Plugin Integration For ReSonAte With ALC Toolchain

Workflow:

Launch
Experiment

A 4
Creates a .bag
file including
ROS topics,
and messages.

Feed populated
lists/dictionaries to
ReSonAte framework
for probabilistic
analysis.

£+ LaunchAnalysis v0.1.0

« Follow pipes using

LEC2 with BlueROV2
' Execute on Server This plugin can not run in the browser.
E
|
a AAAAAAAAAAAA [ n Used N: p h
2 M . The namespace the plugin should run under.
. | << AssemblyModel >> b X
BlueROV2 << Environment >

PR __ Environment Analysis Execution name ’ ‘

t i Optional name for this analysis execution

Analysis Launch Path

<<Result>> (2

SimulationData << Params >>
ExecutionParams

Location where file recorded after simulation is stored

. Setup Jupyter Notebook

Parameter Value

Setup an instance of the Jupyter Notebook for plotting data from the analysis

record true
Recent Simulation Runner FALSE
<< PostProcess >> o - Runs analysis on the latest ran experiment. If set to false runs analysis on all simulation data from previous
PostProcess mm experiments
[]Save these settings in the current user
Run... Cancel
— ————
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CPS-VO Deployment

# CPS-VO = MY GROUPS | MYACCOUNT

Assured Autonomy Tools Portal

CPS-VO » ASSURED AUTONOMY TOOLS PORTAL
Assured Autonomy Tools Portal

CoPilot

Home » FEATURED TOOL
CoPilot is a domain-specific,

Tools embedded-stream language for
generating hard real-time C code
for monitors.
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Assurance

The goal of the Assured Autonomy program is to create technology for continual assurance of Learning-Enabled, Cyber Physical

Systems (LE-CPSs).

In order to ground the Assured Autonomy research objectives, the program will prioritize challenge problems in the militarily relevant
autonomous vehicle space. However, it is anticipated that the tools, toolchains, and algorithms created will be relevant to other LE-
CPSs. The resulting technology from the program will be in the form of a set of publicly available tools integrated into LE-CPS design

toolchains that will be made widely available for use in commercial and defense sectors.

ALC Toolchain inside CPS-
VO.

Virtual Machine runs the
web server.

Slurm (Distributed
Workload Manager)

| rd
| ¥

Worker machine(s) with GPUs |
execute computationally intensive -
tasks. ||
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Conclusion

e Challenges:

o Understanding complex design architecture of ALC Toolchain.
o Being productive for long hours due to virtual setting.

o Debugging Networking Issues.

® Lessons Learned

o Familiarity with academic research experience
Software debugging/troubleshooting in a Linux environment

O
o Time management
o Effective communication

=,

Institute for Software Integrated Systems

World-class, terdiscivlinary sesearch with glebal Bnpac:.

VANDERBILT UNIVERSITY



