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Approach 
Proof-Carrying Hardware (PCH) 
The PCH framework certifies that soft 
IPs are trustworthy if certain carefully 
specified security properties hold [1]. 

A Theorem Prover - Coq 
Coq proof assistant is used to represent 
security properties, hardware designs, and 
formal proofs. 

•  Existing approaches rarely secure the entire 
computer system because of the semantic gap 
between the hardware and the software. 
•  Existing formal verification frameworks for IP 
trustworthiness evaluation are often not 
scalable to microprocessors and SoC designs. 

The objective of this project is to eliminate the security concern due to the prevailing usage 
of hardware Intellectual Property (IP) cores from third-parties (untrusted) vendors. 

Hardware-Software Boundary Elimination 
Bridges the semantic 
gap by converting the 
whole computer 
system into the same 
formal platform. [2] 

Automation of PCH Framework  
VeriCoq-IFT automates 
all the tasks involve in 
the PCH framework for 
enforcing information 
flow policies on the 
hardware design. [3] 

Theorem Proving and Model Checking 
Integration 

Reduce the amount of effort 
required for translating the 
HDL design and proving the 
security theorem through 
combining theorem prover 
(Coq) and model checker 
(IFV) together. [4] 
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•  Malicious logic/Design faults may be 
inserted by an untrusted agent at the design 
stage in the third party IP design house.  

•  Payloads: sensitive information leakage, 
design functionality modification, and/or 
denial-of-service to the hardware. 
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Lemma 
SubModule_regaddr 

Theorem BufferOverflow_Cycle_1: 
forall (t : nat), t = 1 ->ico.data_0 t = sethi_0_g0 -> rstn t = hi::nil -
> holdn t = lo::nil -> irqi.run t = hi::nil-> irqi.rst t = hi::nil-
>(bv_eq (rfi.wren t) (hi::nil)=lo\/ bv_eq (rfi.waddr t) 
(lo::hi::hi::hi::hi::hi::hi::hi::nil)=lo). 
 

Lemma SubModule_regaddr : 
forall (t:nat),regaddr.cwp t = 
hi::hi::hi::nil ->regaddr.reg t = 
lo::hi::hi::hi::hi::nil ->regaddr.rao 
t= lo::hi::hi::hi::hi::hi::hi::hi::nil. 
 

psl SubModule_regaddr: 
Assert ({(cwp_ifv(2 downto 0) 
= ‘‘111’’) AND (reg_ifv(4 
downto 0) = ‘‘01111’’)}|-> 
(rao_ifv(7 downto 0) = 
‘‘01111111’’)); 
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Figure 1. Proof-Carrying Hardware IP Working Procedure. 
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