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•  Timely	and	accurate	detec<on,	predic<on,	and	mi<ga<on	of	
incidents	during	robot-assisted	surgery.	

•  	An	in-depth	analysis	of	incident	causes,		
•  complex	interac<ons	among	the	system	components,	human	operators,	
and	pa<ents		

•  Safety,	reliability,	and	resiliency	assessment	of	the	robo<c	
systems	in	the	presence	of	realis<c	safety	hazards,	reliability	
failures,	and	malicious	aIacks	

•  Con<nuous	monitoring	for	detec<on	of	safety,	reliability,	and	
security	viola<ons	to	enable	<mely	recovery	

Challenges	
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Safety	Incidents	in	Robo8c	Surgery	
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Burnt/Broken pieces of instruments (14.7%): 
- Falling into the patient’s body, burning, and injury 
- Interruption of procedure 

Electrical arcing of instruments (10.5%): 
- Burning of the tissues/organs under surgery 

System errors, Video/imaging problems (7.6%) 
- Interruption of procedure 

Unintended instrument operation (8.6%) 
- Puncture/cut of organ under surgery 

System Error 

Given an adverse event, ~24% chance of negative patient impact:  
- Injuries and deaths (14.4%) 

- System resets to troubleshoot technical problems (3.1%) 

- Conversion to non-robotic techniques (7.3%) 

- Rescheduling the procedure (2.5%) 
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	T1.2.	Adverse	Events	Data	Analysis
(Data	Analytics	+	Manual	Review	of	Reports)

Robotic	System
	Functionality

T1.1.	System	Control	Structure
(Systems-theoretic	Accident	Modeling)

T1.3.	Causal	Factors	leading	to	Hazards
(Systems-Theoretic	Hazard	Analysis)

Robotic	Surgical	Simulator

Robotic	Software	Modules
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Approach	 Framework	components	
•  Robo+c	surgical	simulator	to	model:	behavior	of	human	operators,	

dynamics	of	robo<c	hardware	and	tool-<ssue	dynamics.		
•  Safety	hazard	injec+on	engine	to	assess		resiliency		
•  Safety	monitoring	engine	to	detect	and	mi<gate	hazards	
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•  Insights	into	understanding	of	resiliency	problems	that	
impact	safety	of	the	physical	processes	without	
introducing	anomalies	in	the	cyber	domain.		
• General	principles	for	detec<ng	cyber-physical	aIacks,	
which	combines	the	knowledge	of	both	cyber	and	
physical	domains.		
• Demonstra<on	of		prac<cality	of	the	approach	in	
domains	where	CPS	are	the	basis	for	delivering	a	
service	(e.g.,	transporta<on	or	electric	power	grids)	

Scien8fic	Impact	
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•  Strategy	for	design	and	assessment	of	a	broad	class	of	
control	cyber-physical	systems,	which	involve	human	in	on-
line	decision	making	loop.	
•  Provide	industry	with	insights	on	safety	and	security	issues	
in	robot-assisted	surgical	systems	(and	beyond)	and	on	
how	to	improve	the	resiliency	of	future	systems.		
•  Broadening	par<cipa<on	in	mul<-disciplinary	projects	
spanning	medicine	and	engineering.	
•  Collabora<on	with	academic	ins<tu<ons	and	industry	
partners	to	demonstrate	the	applica<on	of	proposed	
analy<cs,	valida<on	techniques,	and	tools.		

Broader	Impact	
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