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Scientific Impact: 
• Security applications built 

on top will benefit from the 
project

• Stimulate more research in 
the direction of deep 
learning-based binary 
analysis
– Gemini got 388 

citations by 
05/08/2022

Solution: 
• DeepDi [Usenix’22]: A

fast disassembler
• PalmTree [CCS’21]: An 

assembly language model
• Gemini [CCS’17]: Binary 

similarity detection based 
on function embedding

• DeepBinDiff [NDSS’20]: Binary 
diffing based on basic-block 
representations

• DeepMem [CCS’18]: A fast and 
robust memory forensics approach

Challenge: 
• Identify semantically 

equivalent or similar code in 
different architectures and 
compilation settings

• Identify objects from binary 
data such as memory 
dumps and documents.

• Scale to a large dataset.

Broader Impact and 
Broader Participation: 
• The project can be applied 

to security task such as 
vulnerability detection, 
which will guard the 
security for PC or mobile 
users

• Reverse engineer, security 
analyst and security audit 
company will benefit from 
the project
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Towards Robust and Scalable Search of 
Binary Code and Data
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mov        rdx, [rdi+78h]
cmp        [rsi+78h], rdx
mov        rax, rsi
jg            short loc_407EC0
jl             short loc_407ED0
mov        rcx, [rdi+80h]
cmp        [rsi+80h], rcx
jg            short loc_407EC0
jl             short loc_407ED0
mov       rsi, [rdi]      ; s2
mov       rdi, [rax]      ; s1
jmp        sub_404680
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● v2i_POLICY_MAPPING
S

● genrsa_main
● priv_decode_gost
● prompt_info
● ssl3_get_message

test        ds:[esi+4], 0x100
jz            0x102F844A

or              eax, b1 4
mov          ss:[ebp+var_C0], eax

push        ds:[esi+0x18]
lea           eax, ss:[ebp+var_C0]
add          ecx, b1 0xFC
push        eax
call          ? InvokeCommand@...
mov         ebx, eax

test          ds:[esi+4], 0x100
jz             0x102F844A

or                eax, b1 4
mov            ss:[ebp+var_C0], eax

test          b1 c1, b1 c1
jz             0x102F8422

• v2i_POLICY_MAPPINGS
• genrsa_main
• priv_decode_gost
• prompt_info
• ssl3_get_message


