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Advanced air mobility is on the rise
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The Drone Market Environment 2019
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Key technological enabler:
vehicle autonomy



Al has been fueling self-driving car progress

00:07:21.74
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Yet, Al-based algorithms still suffer from
unpredictability and erratic behavior




________________________________________________________________
NASA ULI center- motivation and project goal

Challenge

4 )
Can we trust Al for safety-critical applications,

and in particular for future aviation systems?
. J

Project goal: develop
mathematical and
algorithmic techniques
to enable trusted Al-
based aviation systems




NASA ULI center- approach

Technical approach:

R
1. Verified Al-based software components O

2. Fault detection, isolation, and recovery Berkeley
(FDIR) for Al-based aviation systems

@ LINCOLN LABORATORY
MASSACH

USETTS INSTITUTE OF TECHNOLOGY

3. Tools for airspace management with Al-

. QY2 Raytheon
driven agents € Technologies

System integration and validation:

1. Testing at the Boeing Flight & Autonomy
Lab at Stanford

2. Graduation exercises with hardware-in- BB
the-loop and real-world flight testing “ .




Adding structure to models
[Leung, Arechiga, Pavone, WAFR ‘20, Leung, Pavone, CDC ‘21]

Deep Neural Network Outputs that maximize
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DNNSs are only as good as their datasets

controller

u

environment
\_ y,

— cOontext

DNN trained on (0, x) ~ Pirain (0, X)

These examples come from specific contexts (e.g., weather, time of day)



DNNSs are only as good as their datasets

controller

u
environment

\. J

— context

DNN trained on (0, x) ~ Pirain (0, X)

Out-of-distribution observations can lead to faults in perception, and
impact closed-loop performance



Run-time monitors for anomaly detection

[Sharma, Azizan, Pavone, UAI ‘21]

. downstream
—— decision-making logic

—> prediction

Monitor — uncertainty ———




Run-time monitors for anomaly detection

[Sharma, Azizan, Pavone, UAI ‘21]

@ D
‘ ediction ‘ downstream
P —— decision-making logic
Monitor — uncertainty ———
& 4

SCOD: Sketching Curvature for OoD Detection

A general purpose, model-agnostic approach to adding
an efficient (minimal computational burden)

and informative (capable of detecting OoD inputs) —
uncertainty measure to pre-trained DNN models DﬂPA




Run-time monitors for anomaly detection

[Sharma, Azizan, Pavone, UAI ‘21]
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Takeaway: run-time

monitors are key to build

_high-confidence Al systems

J




Reacting to anomalies

safety policy

&

DNN controller

Monitor

environment

-

\_

Takeaway: safe operations require seamless transition

from Al-based policies to recovery policies (and back)

~N

J




Can we architect things better?



On architecting the autonomy stack
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Highly integrated yet modular autonomy stacks

See How does See Can planning
perception impact , ' metrics inform
control? » \ better perception
/ \ algorithms?
/ \
—_— v ‘
Act Think Act Think
T T
Sa =7

How to co-design the planner and controller to
improve safety and performance?



Conclusions

Assured LEC-based system

Verified Neural Network
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