Cyber-Physical System Security
and Integrity with Impedance Signatures
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Towards a framework for comprehensive counterfeit detection of additively
manufactured parts through unclonable functions as persistent identifiers

Problem Unclonability and Uniqueness
Counterfeiting will be a $1.82 trillion problem by 2020. Counterfeit parts are known to enter the aerospace —— Smatures G ifreatljclancesof B __ Five Sonsfucswofifhe SameinsianceFERK
supply chain, but the time and place of their entry is unpredictable. What measures can be taken to N\M — &
mitigate the counterfeiting problem in additive manufacturing supply chains so attackers can no longer =

inject flawed parts undetected into a supply chain that produces components for safety-critical systems
such as aircraft and industrial equipment? |s it possible to construct an identification system that leverages
intrinsic properties of a manufactured part so that a part can be characterized by properties rooted in its
physical makeup and not just an external, affixed identifier? Is it possible to guarantee part authenticity and o v T
integrity? How can it be assured that cyber-information really is for a specific part instance? S T e
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While there is clear variation in signatures of different instances (left), experiments show minimal
variation in signatures of the same instance measured on separate occasions (right)

Solution Approach

Signatures of 5 Different Types of Parts

. o . . . l \ . g‘;’é Signatures for each of the 5 different types of
Piezoelectric signature- the set of real impedance values (Ohms) of a part in response to a Coupled electromechanical impedance: 7 -Re(Z)+ jim(Z) rram——" y — FG parts. These signatures can identify a single part
. . . . . o D)= ! i — IMP |
selected set of frequencies that excite the part. This signature is at least dependent on part Applied Force ] Lo B \ ,r'\ — T instance and verify part authenticity and integrity
: : o, K A— i : S 1ol | . : . :
geometry, structure, size, sensor instance and sensor placement. Additional factors are — AN\ ; ; 57 \ " T\ s by comparing the received signature for a part with
under investigation. These signatures are a function of the part itself, the sensor c M " | —— £ il M‘ V'},\M |~ ameasured signature for that part somewhere in
attachment, and the location of the sensor on the part. \ = , lo, [ device g | thesupply chain. If the signatures do not match at
| Induced Strain |,(®)=isin(ot+0) E 90} sufficiently many locations, the part is deemed
1. Manufacturer prints part HOSE STUCIUNe — i : sl counterfeit.
instance and attaches A =i
piezoelectric Sensor. 70000 80000 90000 100000 110000 120000 130000
-------------- OO0 5. Part integrator verifies reseney
certifications and assertions . . . -
: M These signatures can be represented with a binary key that maps P
2. Manufacturer measures accordingly. impedance value at each frequency step. The size of a given signature é
piezoelectric signature and . .
ships part with signed identity depends on the desired matching tolerance and the number of data
to part integ[a‘tor- points in the Signature Binary representations of signatures for the
~~~~~~~~~~~~ same part instance have been shown to vary
\\ by a small fraction of the total length of the
™ Authenticity - a guarantee that the part was produced in a specific signature, indicating these signatures are
: : e wav bv the expected manufacturer reproducible. Hamming distances for
=. Part Intsgrator fecelves P y oY P intra-class (left) and same instance (right) are
part and measures 4. Verification tool compares shown to the right
piezoelectric signature for received signature with the . .- . '
comparison with STBREe HEEIrad Bhaie Integrity - a guarantee that the part was not maliciously altered along
signature in part identity. to determine authenticity. the supply chain
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