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Big Data versus Privacy: The commoditization 
of private data has been trending up. It is 
becoming increasingly difficult to know how data 
may be used, or to retain control over data about 
oneself. The common practices of collecting 
private data are becoming untenable, with vague 
privacy policies and a behind-the-scenes data 
brokerage market becoming the norm. PRIVACY

BIG DATA 
ANALYTICS

“… we do not promise, and you should not expect, that your 
personal information, searches, or other communications will 

always remain secure.”
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Game-theoretic approach
- Individuals are self-interested players
- Strategy: how to perturb private data
- Utility: payment – privacy cost
- Strategy profile    is a Nash equilibrium (NE) of the 

payment mechanism R if for any individual i and any 
strategy 

- A payment mechanism obtains    privacy from individual 
i if at a NE has privacy level   . 
- Denote the set of such mechanisms by           .

The value of privacy:

- Tradeoff between privacy and cost
- Characterizes the balance point of the market

What is the minimum payment to obtain    
privacy from an individual?

Fundamental
questions

- Individuals control 
their own privacy

- Data collector cannot 
observe strategies

Untrustworthy

Payment–accuracy tradeoff [1]
- The data collector is interested in learning the underlying state W
- Hypothesis testing

The optimal payment in the payment–accuracy problem satisfies
Theorem

min  Total expected payment
subject to    Error 

Goal: 

with properly chosen     and  
- At most one individual's payment away from the 

minimum

Proposed approach: A market model for private data analytics

[1] W. Wang, L. Ying, and J. Zhang. The Value of Privacy: Strategic Data Subjects, Incentive Mechanisms and Fundamental Limits. Proc. ACM SIGMETRICS, 
Antibes Juan-les-Pins, France, June, 2016. (the Kenneth C. Sevcik Outstanding Student Paper Award)
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