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Introduction

Motivating Scenario: STereoLithography (STL)
files are one of the critical elements in additive man-
ufacturing systems. Previous attacks on design files
(STL files) have shown that adding small voids in crit-

ical locations can lead to failure of printed objects [1].
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Figure: Additive manufacturing process and location of STL files
in the process. A compromised STL file can lead to the failure of
the printed object.

solid name
facet normal ny , nyy Ny
outer loop
vertex vy1x Vi,1y V1,12
vertex vq 9, U1,2y V1,22
vertex vy 3; v1.3y V1.3z
endloop
endfacet

facet normal ny, ny, Ny
outer loop
vertex vn 1z UN 1y UN 1z
vVertex vn 2 UN 2y UN 22
vertex vn 3; Un 3y UN 3z
endloop
endfacet
endsolid name

Figure: The format of an STL file with NV triangles.

Threat Model

e Untrusted - Design workstation and design
toolchain.

e Trusted - AM operators, 3D printers, and their
controllers (firmware and slicers), and material.
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Figure: Threat model and application of the TIV framework.
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TIV Architecture

The Trusted Integrity Verifier (TIV) consists of three
modules.

® Object classifier to determine the design matches
with the actual object intended to print.

@ Suspicious feature detection to determine if there
are any suspicious features present in the design
that can lead to failure of the object.

@ Safety conditions verification to verify if the
suspicious feature will lead to failure of the printed
object.
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Figure: Structure of the TIV framework.

Object Classification

Octree Convolution Neural Network (O-CNN) [2] is

used to classity to determine if there is any major
changes in the design of STL file.
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Figure: Confusion matrix for classification of objects into 44
different categories. Diagonal 1's indicates that most of the
objects are classified correctly.
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Suspicious Feature Detection

Malicious features which could lead to printed object’s
structural failure are detected by the flood fill algo-
rithm.

°|

Figure: An image before and after applying the flood fill
algorithm.

Automated Attack on Design: The automated
attack was performed to get the ground truth of the
attack objects. We use the ray casting algorithm to
trace the object and add malicious features of random
sizes and shapes such that they are not visible
externally after being printed.
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(b) X-Ry View

(a) Normal View.

Figure: Example of a manually attacked STL file.

[(Xstress' YStI’eSS’ (Zmax t E)] X 103 mm @
4,24 s
-, g
" 2 1.8
[Xstress' (Ymax+ E)' Zstress]
[(Xmax* €)s Yetressr Zstress] ' B
max stress -§tress 30 1.6
A : . 1.4
<< Maximum stress point = g0
—— , p [Xstress Ystress Zstress] | .12
A : mm
I | 40
1 | N1
[Xstressl (Ymax - E)I Zstress] [(Xmax' E)’ YStreSS’] ZStFESS 20
| +10.8
[(Xstress' Ystress' (Zmax - E)]

-2.25
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Figure: Ray casting algorithm being used to determine the
geometrical boundaries to determine the size of the void that
should be inserted.

The inputs for the ray casting algorithm are in the
matrix shown below.

X max —l_ € }/Stress Zstress

¢max — Xstress Ymax + € Zstress (]-)
_ X stress }/stress Zmax + €_

Xmin — € )/stress Zstress

¢min — Xstress Ymin — € Zstress (2)
_ Kstress Yitress  Zmin — €|

Safety Conditions Verification
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(c) Volumetric Mesh

(d) Structural Property

Figure: Polygonal mesh, solid body, volumetric mesh, and
structural property of a spanner.
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