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Scientific Impact: 

• our signal alignment and 
intrusion detection algorithms 
can work on any CPS side-
channels

• Our trusted integrity verifier 
follows the same idea as our 
trusted safety verifier (NDSS’14) 
paper for PLC control logics

Solution: 

•Dynamic window matching 
(ICDCS’21) algorithm to for noisy 
side channel signal alignments

•Trusted integrity verifier 
(DSN’21) to verify 3D printer 
design files using AI and finite 
element analysis

Challenge: 

• Use noisy side-channels in 
manufacturing for intrusion 
detection with high accuracy

• Prevent malicious confidential 3D 
printer design disclosures using 
side channels

• Prevent malicious corruption of 
3D printer designs preprint

Broader Impact: 

• Additive manufacturing facilities 
ensure structural integrity of the 
printed objects against attacks 

• Those facilities ensure design 
confidentiality against intrusions

• Worked with undergraduates; 
regularly with a female high school 
student (admitted to Cornell)

are discussed in more detail in the following.

[T2.1] Coarse-grained analysis for identifying control flow violations

We propose to conduct coarse-grained analysis for identifying control flow violations using deep neural
networks [122]. A deep neural network can be trained with electromagnetic emanations observed from all
feasible paths in the program. The challenge here is to determine all the feasible paths in the PLC program.
During the training phase, the control logic PLC program can be extracted from the network traffic; the
traffic between the PLC and the human-machine interface (HMI) server can be monitored by using setups
as a bump-in-the-wire before the controller code is installed on the controller for execution.

Figure 9: A Sample ISO TCP Packet between HMI-PLC.

In our preliminary work [48], using USB-over-
IP [123] to analyze the HMI-PLC Ethernet com-
munication, we reverse engineered the Siemens-
customized ISO TCP (RFC1006) network protocol
to extract the traffic payload between the HMI and
PLC end-points. ISO TCP is a function oriented
protocol, where each transmission contains a com-
mand or a reply to it. Figure 9 shows a sample in-
tercepted ISO TCP packet payload transferred from
HMI to the PLC. The packet includes an executable
data or control logic block of machine code in MC7
format indicated by the 7070 0101 signature. The
figure also shows our findings regarding what spe-

cific header bytes represent. The extracted binary MC7 code such as OB1 is ready for execution, and is ob-
tained after compiling source code in instruction statement list (IL or STL), ladder logic (LAD) or function
block diagram (FBD) programming language. In this project, we will leverage our developed disassembler
to convert the machine code back to its instruction list source code, before we can start our analysis. The
disassembler is linear and reads through the machine code byte-by-byte and thereafter transforms a group
of bytes to the corresponding source instruction statements.
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Figure 10: Spectrogram patterns of electromagnetic emissions corre-
sponding to different PLC instruction types.

In this project, we will develop static anal-
ysis algorithms to generate control flow graph
of the disassembled control logic instructions.
Individual execution paths will be marked as
one machine learning class during the model
training phase as discussed below. Using sym-
bolic execution, we will enumerate feasible
paths and filter out the paths that are infeasible
due to unsatisfiable conjunctive path condi-
tions. This will reduce the search space (num-
ber of classes) for our later classification ef-
forts, and hence increases the solution’s over-
all accuracy. The symbolic execution of the
control logic will produce test cases for indi-
vidual execution paths. We will enhance sym-
bolic execution using counterexample-guided
inductive synthesis (CEGIS) [124] to generate
multiple different test cases for each path. This will ensure multiple training samples for each class (execu-
tion path), and more complete/accurate trained models ultimately.

During the training phase, we will run the control logic on the PLC and feed the generated set of test
cases for each path, while the PLC’s EM emissions will be captured by an external probe. We will use the
EM signal to train a deep neural network, where the execution paths constitute the output classes. During
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[4], [12]. Other examples of side-channel signals in an AM
system include, but are not limited to, power consumption
measured by power sensors [13], [18], temperature measured
by thermometers, optical videos captured by cameras [12],
[27], and infrared videos captured by infrared cameras [11].

III. RELATED WORK

This section describes existing IDSs that use side-channels
to perform intrusion detection in AM systems. We do not find
any existing IDS that is aware of time noise in AM systems.

Chhetri et al. came up with the idea of using the acoustic
side-channel in a printing process to detect zero-day cyber-
attacks on AM systems [9]. They first use machine learning
to estimate the velocities and displacements of the nozzle by
analyzing the acoustic side-channel signal. Afterwards, they
interpret the G-code instruction to determine the intended
velocities and displacements. Finally, the estimated velocities
and displacements are compared against the intended ones to
determine if there is an intrusion. However, this method is not
practical unless the side-channel signal can be segmented with
each segment corresponding to a single G-code instruction.
Currently, it is not clear how to perform this segmentation.

Bayens et al. presented a method to compare an acoustic
side-channel signal against a reference signal window by
window with Dejavu, a music retrieval engine that is similar
to Shazam [26], to detect malicious infill patterns [4]. They
also presented a method to compare the position signal (the
position of the nozzle with respect to time) against a pre-
recorded reference signal layer by layer to detect intrusion.
However, they used binary classification in this process, which
requires knowing the malicious processes in advance.

Moore et al. proposed an IDS that observes electric currents
delivered to actuators, and compare the observed signals
against pre-recorded reference signals point by point to detect
malicious activities [18]. As with other existing IDSs, this IDS
is not aware of time noise. In addition, the current sensors are
invasive. In fact, it is very hard to access the wire of motors
in many commercially available printers.

Later, Gatlin et al. improved Moore’s IDS [18] in two ways
[13]. On the one hand, the new IDS analyzes the electric
currents in the Z motor to determine the moments when a
layer change happens. On the other hand, instead of comparing
power side-channel signals directly, the new IDS first extracts
fingerprints of the power side-channel signals for each layer
and then compares the fingerprints. An intrusion is declared if
the layer changing moments differ from the expected values
by pre-determined thresholds, or the number of fingerprint
mismatches exceeds pre-determined thresholds.

Gao et al. presented a process monitoring system that
observes the acceleration, magnetic, acoustic, and optical side-
channel signals to safeguard AM systems against cyberattacks
[12]. Based on the observed signals, state variables, such as
the position and velocity of the nozzle, the height of each
layer, and the fan speed, are estimated. Afterwards, the G-code
file is interpreted to obtain the intended state variables. The
estimated state variables are compared against the intended
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Fig. 3: Threat model. An attacker attempts to maliciously modify the
G-code file in the network or the firmware in the printer. An air-
gapped intrusion detection system monitors the side-channel signals
in the printing process to determine if there is any attack.

ones layer by layer, and the comparison results are displayed.
There are no module in the IDS to automatically determine
if a printing process is benign or malicious. To segment
side-channel signals layer by layer, they used a dedicated
accelerometer on the printing bed to determine the moments
when a layer change happens.

Belikovetsky et al. presented an IDS based on the acoustic
side-channel and the Principle Component Analysis (PCA) [5].
In this IDS, an acoustic side-channel signal is first transformed
into a spectrogram, which is then compressed by PCA into a
signal with only three channels [5]. The compressed signal is
compared against a reference signal (derived from a benign
printing process) to detect intrusion.

IV. THREAT MODEL

The threat model, as shown in Fig. 3, is similar to the threat
models found in [4], [5], [9], [12], [13], [18], [27]. In the threat
model, an AM system is manufacturing a functional object.
An attacker wants to compromise the structural integrity of
the printed object without being detected. We assume that the
attacker can either modify the G-Code instructions to be sent
to the printer or the firmware of the printer. By modifying
the firmware, the printer behaves maliciously despite being
sent benign G-Code instructions. The attacker knows how to
strategically modify the G-Code or the firmware to weaken the
structural integrity of the object and let the object pass existing
quality checks, such as the attack demonstrated in [6].

In the AM system, an air-gapped IDS using side-channel
signals is deployed. The IDS is composed of an analyzer,
reference signals, and sensors to observe side-channel signals.
We assume that the attacker cannot tamper with any element in
the IDS. The analyzer, essentially a digital computer, contin-
uously compares the observed signals against the reference
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