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understanding of malicious web

web searching for websites to abuse:

— Content scraping crawlers ..
—  Vulnerability exploitation * Ground-truth data of malicious
— Data exfiltration seriptable A craw]er activity that QOes not
—  Fake account creation Crawlers Fingerprinting require manual filtering
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Our approach: uy L Browser Signature 1 performant detection of
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« Discover web crawlers in the wild: malicious bots using traps and

fingerprinting techniques

Flexible network of honeysites
designed to attract malicious
crawlers with no content for real
users

* Detecting and defending against
malicious crawlers: Fingerprinting-
based and network-based detection.

DOM Extractor

Broader Impact:

Signature o |ncrease the security of all
Database .
websites and user trust of the
web platform
* Defend user data by blocking
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. : exploit existing vulnerabilities
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