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Why we need formal verification?

Test tracks and simulations cannot provide the level confidence required in automotive applications.
 Faulty ignition switches in General Motors vehicles have resulted 52 crashes.
e Atleast 2.6 million vehicles have been recalled
* |f each vehicle spent only 1,000 hours on the road, there has been less than 1 crash every 5 x 107 hours of operation
Simulations and testing cannot reliably detect events that occur this infrequently
The crashes occurred because of the interaction between the switch and the steering and braking systems — which is a protocol issue

Challenges for the formal verification of vehicle protocols

1. Intelligent driving applications interact with the physical world in multiple ways (Communications protocols interact in one way)
2. Vehicles execute time-critical actions, such as braking or merging
3. When multiple vehicles interact with one another, the composite state space grows exponentially with the number of vehicles

2) Synchronize clocks in the vehicles and separate time from

1) Multiple stack architecture

A driver-assisted merge protocol, shown below, interacts the logical operation of protocols
with the physical world through a) the operation of the L . e .
. . . Extracting time from protocols allows a simpler verification of the logic
vehicle, b) sensors that map the surrounding environment, - .
. . . Synchronizing clocks a) reduces the number of execution sequences and b)
c) the communications channel, and d) the time domain. . . . .
enables protocols with unique guarantees (ie. A lock protocol and a fail safe
. . L broadcast protocol) N\
Layered architectures a) break a big verification problem N
into smaller pieces, and b) allow different modelling and \\ \\/
verification procedures to be used for logical functions and GPS signal K :%
physical functions 'VehicleA | VehicleB
Remote Local Infrastructure : : : :
Vehicle sensors communications Timing communications : Timestamp g ol - |
. ! decision function | Timing stack L Timing stack :
Cooperation T : (TDF) , , :
Coordination: | \ I I I
Merge Protocol Route planning, I /set(di, t) al : : |
Ramp admission, : set(d,) I I alarm(d,) :
. Traffic advisory... I 1 | ! ) |
Multirvehicle | 1 & I
Safe ACK Accurate Clock Ly FSM A < . FSM B |
spacing |, Lock mapping protocol rotocol (provides alarms for : : alarm(d,) I I I
(Coordination): synchronized I : : : A :
Vehide+Environ Readings from operations) : I msg(d,) 5 : : - |
. | |
. . nearby vehicles I : : I :
ool . I ¥ v sei(d) o I |
Fusion: Clock sync: : : > : : : :
usion of loca I
Vehicle :ensors oe MAC L ETT: (IEEE 1588) TCP/IP stack | i M e 1€ alarm(d,) i : ! / |
ntilock brake ayer I :
crisecormrol g oy somemsg [ di G :
d ) Hardware: : -: ---------------------------------------- I - -: ------------------------------ !
Actuators and ::;a:vs:;éo laser GPS, Crystal : :
Monitors ' ' oscillators I— some-msg d { re=——— ) Lossy communication channel ——— —I

3) Stratified Probabilistic Verification

Uses linear programming to calculate a tighter bound on the probability of Table 1: Comparison of probability bounds obtained by the original probabilistic
unexplored states than the original probabilistic verification. verification and by using linear programming
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