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Challenge: Website Fingerprinting (WF) Contribution 1: New WF Attacks
* Tor protects user privacy ,  To better understand the threat of WF, we have explored two new attacks:
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traffic patterns Max Pooling__] TF (CCS ‘19): Using “triplet networks,”
2 Uses the classifier to | Fcfwer - we get high accuracy with low data.
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Explore. Privately. DF (CCS ‘18): Using a deep CNN, we
achieve 98% closed world accu racy.
Contribution 2: Defenses Contribution 3: Detecting Adversarial Examples
. Against these deep-learning based attacks, we explore two techniques for * Although it could help the WF attacker, we also explore defenses against
improving WF defenses for more effectiveness with reasonable overhead: adversarial examples, as they undermine security in other ML applications.
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RIS-PAD: Use deep learning visualization
tools (Grad-CAM) to find important parts of
the traffic trace for classification and pad more
heavily there.

Mockingbird: Apply adversarial PadNet: Combines a padding class
examples to evade classification. with targeted gradient minimization.

PadNet starts with adversarial training,
used to pad the boundary between
classes

Targeted Gradient Minimization (TGM)
makes the neural network avoid
moving towards the padding class.
Overall effect is robust classification.
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traces Tor protects this information, but

only if it is secure against WF.
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