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Who You Are –  
Research Challenges in Biometrics (Identity)	
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Authentication 
•  What you have 	


e.g., ID cards, passports, keys	


•  What you know	

e.g., password, PIN, user ID	


•  Who you are	

e.g., biometrics:  fingerprints, face, iris, voice, DNA	

Two step—enrollment (reference) and verification 
(matching)	
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Identity 

•  Medentity is tied to a subject in a 
one-to-one manner. 	


•  Ourdentity is an identity that 
exists by mutual agreements 
between a subject and a third 
party. 	


•  Theirdentity is an identity that a 
third party guesses and internally 
creates without explicit consent 
from the subject. 	
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Elisa Bertino, NSF Workshop Biometrics, 2010. 
Searls, D., “Mydentity & Ourdentity vs. Theirdentity,” 2006. 

 Peter Steiner, The New Yorker, July 5, 1993 
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Skin	  Luminesence	  

Elements of Human Identification	


Biometric	   Biographic	  

Behavioral	  

Fingerprint	  

Palm	  Print	  

Foot	  Print	  

Face	  

Iris	  

DNA	  

Voice	  

Scent	  EEG/fMRI	  

Gait	  

Handwriting	  

Keystroke	  Dynamics	  

Tattoo	  

Ear	  Shape	  

Skin	  Pattern	  

EOG	  
ECG	  

EMG	  

Height	  
Hair	  Color	  

Eye	  Color	  

Address	  

Age	  
Weight	  

Driver	  License	  

School	  Records	  

Financial	  Records	  
Online	  Transactions	  

Cell	  Phone	  Records	   Passport	  

Travel	  Records	   Medical	  Records	  

Tax	  Records	  
Social	  Networking	  

Affiliations	  

Personal	  Network	  

Loudermilk, ConnectID, 2014 
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Privacy 
•  Personal information	


Biographic information (name, 
age, DOB, address, gender)	

Issued identifiers (e.g., social 
security number)	

Physiologic (e.g. biometrics, 
medical)	

Geographic, behavioral, social, 
purchasing, etc.	


•  PII--“Personally Identifiable 
Information”	


•  Obligation to protect personal 
information	


•  Revealing data in return for 
benefits	


•  Disclosure of how data used and 
giving individuals control 	


•  Need technologies to support	
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Soutar, NSF workshop, 2010 
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Large Scale Biometric Systems 
•  Department of Homeland Security	


• Over 100 million person biometric 
database	

• Line of defense at the border	

• Altered fingers to “hide” identity	


•  Unique Identification Authority of India 
(UIDAI)	

• Enrolling over 1.2 billion people	

• Providing “credentials” for access to 
social benefits and banking sector; for 
many first “identity”	

• “Leap frog” of the developed world	
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Grillo, Biometric Consortium Presentation, 2010 

http://uidai.gov.in 

Feng, et al, IEEE TIFS article, 2009. 
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BYOD 
•  Rise in mobile payments	


-Near field communication using mobile 
devices for “credit card” payments at the 
point of service	


•  Increased need for security AT the device	

-“Bring your own device” (BYOD)	

-Multifactor authentication	

-Convenience of security	


	


iPhone with a 
fingerprint reader 
embedded in the 

button 

Techradar, 1/16/2013 
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Challenges (and  
Research Directions)  
in Biometrics 

•  Privacy	

Data protection	

Data sharing	


•  Security	

Biometrics are not secret	

Biometrics cannot be changed	
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Template Security: 
Addressing “Biometrics cannot be changed” 
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Nandakumar, et al, Fingerprint-Based Fuzzy Vault, 2007 

N. Ratha, J. Connell, R. Bolle, Enhancing security and 
privacy in biometrics-based authentication systems 2001. 

Biometric Cryptosystems 

Cancelable 
Biometrics 

Security Metrics:  Irreversibility, Unlinkability, 
Robustness, etc. 
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Presentation Attacks 
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•  Spoofing is a common term also used	

Posing as another individual	


•  Positive ID applications	

Hiding your identity	


•  Negative ID applications	

•  May form ‘new’ identity for 

positive ID	


Fake FIngerprints 

Patterned Contact Lens 
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Liveness Detection in Biometrics 
Addressing “Biometrics is not Secret”  

e.g., “Morpho, World’s First Company to 
Receive Common Criteria Certification for 

Fake Finger Detection”, July 2013 

 Ridge 
Signal 

Derakhshani R, Schuckers SAC, 
Pattern Recognition, 2003. 

Hardware 

Software 

•  Liveness Detection:  
Determining if a biometric is 
being “spoofed” through 
hardware and/or software 

•  “It Is ‘Liveness’, Not 
Secrecy, That Counts.” 
Denning, Information Security 
Magazine, 2001 
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Continuous or “active” 
authentication 
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DARPA BAA 12-06 
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Biometrics? 
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SpO
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Smart Watch 

Google glasses 

Smart patch 
(for controlled delivery of drugs) 

Vyteris 
Wearable monitor of energy intake 
(measuring “what you eat”) 

Sazonov et al, Obesity, 2009	
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Research Challenges 
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Intelligence and Decision Making 

Physical 
Security 

Financial 
Transactions 

Credibility 
Between 
Parties 

Health Information 
Transactions 

Social 
Connection 

Measured Data from Individuals 

Private 

Trusted 

Secure 

R
eliable 

Are there 
unintended 

consequences for 
the collection of 

the data? 
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Research Challenge 
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Measured Data from Individuals 

Usable, Searchable without revealing identity 

Measured Data from Individuals 

Confirm Identity without revealing the data 


